Julius Boce

Penetration Tester | Red Team Operator | O fensive Security Professional
bocejholo@gmail.com | linkedin.com/in/julius-boce | juliusboce.is-pinoy.dev

PROFI LE

Cybersecurity Consultant and hands-on red teamer with corporate penetration testing experience. | uncover
critical vulnerabilities - from web and network flaws to Active Directory misconfigurations - and help
organizations prioritize and remediate them before they can be exploited. Certified offensive security
professional and AD Red Team Specialist. | help organizations stay ahead of real threats, one vulnerability at a
time.

SKI LLS

Offensive / Red Team: Web Application Security (OWASP Top 10), SQL Injection & XSS, Burp Suite, API
Security (REST, BOLA/IDOR, JWT, SSRF), Linux Privilege Escalation, Container Escape, System
Enumeration, Network Pivoting & SSH Tunneling, Proxychains / Nmap, Active Directory Exploitation, Certificate
Services, Exchange Attacks, Lateral Movement & Persistence, ESXi Red Ops, Data Exfiltration, Metasploit,
OSINT, Python / Bash / PowerShell, Report Writing, C2 Frameworks (Havoc, Sliver), Caido, Hackbar

Blue Team: Cybersecurity Assessment, Vulnerability Assessment, Risk Assessment, Risk Management
Framework, Threat Analysis, Network Security, Intrusion Detection (IDS), SIEM, Information Assurance,
Information Security, Information Systems

EXPERI ENCE

Cybersecurity Consultant

8boxSolutions Inc. - Jan 2026 - Present

 Led penetration tests across web applications, APIs, and internal networks - uncovering critical vulnerabilities
including SQL injection, broken access control, business logic flaws, and other security misconfigurations with
potential financial or operational impact.

» Provided PoC-backed reports and actionable fixes that closed high-risk gaps before exploitation.

« Recommended secure-coding and hardening measures mapped to industry frameworks (OWASP, NIST).

CERTI FI CATI ONS

Certified Offensive API Pentester (COAP) — Appkademiya [ Red Tean]

Certified Network Pivoting Specialist (CNPS) — Appkademiya [ Red Teani
Certified Linux Exploitation Specialist (CLES) — Appkademiya [ Red Teani
Certified Web Penetration Tester (CWPT) — Appkademiya [Red Teand

Active Directory Red Team Specialist (ADRTS) — Cyberwarfare Labs [Red Teand
Ethical Hacker — Cisco [Red Teani

Google Cybersecurity Professional Certificate — Google / Coursera [ Bl ue Tean]
Certified Cybersecurity Professional (CCP) — Appkademiya [ Bl ue Teani
Certified Cybersecurity Practitioner — Palo Alto Networks [ Bl ue Teani

DI G TAL BADGES ( CREDLY)

* Ethical Hacker — Cisco
» Google Cybersecurity Professional Certificate V2 — Google / Coursera
e Cybersecurity Essentials — The Linux Foundation



